Watchguard V60
and Fortigate 60 VPN guide



This guide will give you the necessary information in order to configure Watchguard

V60 and Fortigate 60 VPN.

This guide will be based on a setup of two computers and two firewalls in a lab
environment configured as the exhibit below (the IP addresses used may be changed

to reflect your world):

Watchguard

External
IP: 10.0.0.1
Mask: 255 255 255252
GW, 10.0.0.2

Internal
IP: 182 165.1.254
Masgk: 255 256 2850

IP: 192.168.1.5
Mask: 255.255.255.0
GW: 192 168.1.254

Fortigate

External
P 10.0.0.2
Mask: 255 255 255252
GwW: 10.0.0.1

Internal
1P 192 168.2. 254
Mask: 255.255.255.0

WAN Q

IP:192.168.2.5
Mask: 255,255, 255.0
GV 1592.168.2.254

Both of the computers are running Windows XP.

The environment consists of two network segments like:

Network Watchguard
IP: 192.168.1.0
Mask: 255.255.255.0

Router: 192.168.1.254
Network Fortigate

IP: 192.168.2.0
Mask: 255.255.255.0
Router: 192.168.2.254
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The first thing we must do is to configure the IKE Policy (Phase 1). From main menu
in the Watchguard Vcontroller select IKE Policy. Give it a nice name like Watchguard
- Fortigate
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Click Edit next to the Peer Address Group field to create a new remote peer

(gateway). Edit the Address Group information as Type: Host IP Address, Host:
10.0.0.2 and click Done.

Click Edit next to the IKE Action field to create a new IKE action.

Fill in information like:

Name: Watchguard - Fortigate
Mode: Main
Enable NAT Traversal

IKE Transforms
Authentication Type: Pre-shared key

DH Group: IKE MODP 1024 (DH Group 2)
Encryption Algorithm:  DES

Hash Algorithm: MD5

Lifetime 24 Hour

Life Length: 0 Kbyte




Click Done two times to get back to Edit IKE Policy

Make sure that Peer Authentication ID is set for ANY. Fill in the Pre-shared key string
and confirm the key.



From main menu in the Watchguard Vcontroller select IPSEC Action. Give it a nice
name like Watchguard — Fortigate

Fill in Edit IPSec Action like:

Mode: Tunnel

Peer Tunnel Address Group: Fortigate

Perfect Forward Secrecy

DH Group: IKE MODP 1024 (DH Group 2)

Select New form the Select Proposals list and fill in like:

Name: DES-MD5
Anti Replay Window: 0 (Disabled)
ESP



Click New in the Transforms section of the window and fill in like:

Lifetime: 0 Hour
Life Length: 0 Kbyte
Encryption Algorithm: DES
Authentication Algorithm: MD5

Click Done three times to get back to the IPSec Action window again. Now we're
done with the Phase configurations.



In order to get the flow between the two networks there must be a security policy
enforcing certain behavior

Choose Insert from the menu and give the new policy a name. Then fill in as seen
below:



Source: Watchguard_LAN (192.168.1.0/24)

Destination: Fortigate LAN (192.168.2.0/24)
Service: ANY

Incoming Interface: 0 Private

Firewall: Pass

IPSec: Watchguard — Fortigate

Enable Gateway to Gateway VPN
NAT / Load Balancing: No NAT Action

Click Done to finish the policy.

Now the Watchguard side is ready for some action. Let's move over to the Fortigate
side.



The first thing we must do is to configure Phase 1 (IKE) configuration. From the
menu select VPN and IPSEC. Click Create Phase 1.



Fill in the Phase 1 information like:

Name: Watchguard
Remote Gateway: Static IP Address
IP Address: 10.0.0.1

Local Interface: wanl

Mode: Main
Authentication method: Preshared Key
Pre-shared Key: grodanboll

Advanced settings

1-Encryption: DES
Authentication: MD5

DH Group: 1,2,5

Key Life: 86400 seconds

Xauth Disable
NAT traversal Enable
Dead Peer Detection Disable

Next step will be to configure Phase 2 (IPSec). From the menu select VPN and
IPSEC. Click Create Phase 2.



Fill in the Phase 2 information like:

Name: Watchguard
Phase 1: Watchguard
Remote Gateway: Static IP Address
1-Encryption: DES
Authentication: MD5

Enable replay detection

Enable perfect forward secrecy (PFS)

DH Group: 2

Key Life: Both 86400 seconds, 8192 KBytes
Auto Keep Alive Disable

Quick Mode Selector
Source address: 192.168.2.0/24
Destination address: 192.168.1.0/24

From the menu select Firewall and Policy.

In order to get packets through our VPN there must be an encryption rule defining
from and to which networks to do encryption and by which IPSec policy.







#$ %
Now the configuration is all done and we need to see if everything works as planned.



As seen from the screenshots it works as planned and please note the marked area
in the Watchguard Traffic Monitor showing the negotiation between the firewalls.

& | '
Every firewall, vendor and model have their own specific terminology for precisely

everyting which might seem confusing and make everything so much harder, but it

isn’t any harder once you’ve worked with most of them and got the feeling right,
honestly.



